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DETAILED ACTION 

Information Disclosure Statement 

1. The information disclosure statement (IDS) submitted on 03/21/2005 is in compliance 
with the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being 
considered by the examiner. 

Specification 

2. The objection to the abstract is withdrawn due to the abstract submitted on 03/28/2008. 
The objection to the title is withdrawn due to the new title submitted on 03/28/2008. The 
objection to the disclosure is withdrawn due to the amendments submitted on 03/28/2008. 

The disclosure is objected to because of the following informalities: For lack of support 
for claim terminology i.e. in claim 13 "program instructions" and "processor". Appropriate 
correction is required. 

Claim Objections 

3. The objections to the claims are withdrawn due to the amendments submitted on 
03/28/2008. 

Status of Claims 

4. Claims 1-13 are pending in this Office Action. 
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Claims 1-13 are amended. 

Response to Amendment 

5. The 35 U.S.C. 101 rejection on claim 13 is withdrawn based on the applicant's 
amendments submitted on 03/28/2008. 

Response to Arguments 

6. Applicant's arguments filed 03/28/2008 have been fully considered but they are not 
persuasive. 

Applicant's Invention as claimed: 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claims 1-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over "A 
Secure Registration Protocol for Media Appliances in Wireless Home Networks" (Kumar) 
(Applicant's IDS) in view of US 20040117650 (Karaoguz) and in view of US 5757924 
(Friedman). 

As to claim 1, (Currently Amended) Kumar discloses a communication processing 



apparatus for executing a communication process via a network, characterized in that 
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comprising : a communication unit configured to implement a communication process related to 
an authentication process according to a predetermined authentication metho d, the 
communication process being [[is]] performed in order to acquire secret information permitted to 
be disclosed only to devices in a local network corresponding to said authentication method 
(Kumar page 110, column 2, lines 14-22). Kumar fails to teach unique identification information 
of a communication destination device in said communication process is acquired by data 
processing at a network layer or lower of an OSI reference model; unique identification 
information of an authentication partner device is acquired in an authentication sequence of said 
authentication method as data processing at an application layer of the OSI reference model. 

However, Karaoguz discloses unique identification information of a communication 
destination device in said communication process is acquired by data processing at a network 
layer or lower of an OSI reference model; unique identification information of an authentication 
partner device is acquired in an authentication sequence of said authentication method as data 
processing at an application layer of the OSI reference model (Karaoguz paragraph 0039, lines 5- 
8). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that both the authentication partner device and the communication destination device 
could be either a MAC address or an IP address (Karaoguz paragraph 0039, lines 5-8). 

The modified Kumar discloses said acquired unique identification information of said 
communication destination device is matched compared with said acquired unique identification 
information of said authentication partner device; and in accordance with a passed or failed state 
of the matching based upon a successful match resulting from the compared data , a process is 
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executed to judge whether said authentication partner device is a device connected to a same 
local network as a local network to which a local device being a communication source device is 
connected (Kumar page 111, column 2, lines 1 1-26). 

As to claim 2, (Currently Amended) the modified Kumar discloses the communication 
processing apparatus as claimed in claim 1, characterized that wherein at least one of said unique 
identification information received from said authentication partner device is received as 
processed data generated by an encryption process or a hash value generation process based on 
secret information shared with said communication source device (Kumar page 110, column 2, 
lines 35-38 and page 111, column 1, lines 1-5). 

As to claim 3, (Currently Amended) the modified Kumar discloses the communication 
processing apparatus as claimed in claim 1 . The modified Kumar fails to teach characterized in 
that wherein identification information received from said communication destination device is a 
node unique ID defined in IEEE 1394 standards. 

However, Karaoguz discloses characterized in that wherein identification information 
received from said communication destination device is a node unique ID defined in IEEE 1394 
standards (Karaoguz paragraph 0039, lines 12-15). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that the MP interface is a destination device with a Firewire ID (Karaoguz paragraph 
0039, lines 12-15). 

As to claim 4, (Currently Amended) the modified Kumar discloses the communication 
processing apparatus as claimed in claim 1. The modified Kumar fails to teach characterized in 
that wherein said communication processing apparatus is configured to receive, as identification 
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information received from said communication destination device, identification information 
acquired from a PHY communication unit of said communication destination device and 
identification information acquired by a network communication unit of said communication 
destination device, and match compare a plurality of these identification information. 

However, Karaoguz discloses characterized in that: wherein said communication 
processing apparatus is configured to receive, as identification information received from said 
communication destination device, identification information acquired from a PHY 
communication unit of said communication destination device and identification information 
acquired by a network communication unit of said communication destination device, and match 
compare a plurality of these identification information (Karaoguz paragraph 0043, lines 5-8). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that the electronic serial number is acquired from a media peripheral and is unique 
identification information from the physical layer (Karaoguz paragraph 0043, lines 5-8). 

As to claim 5, (Currently Amended) the modified Kumar discloses the communication 
processing apparatus as claimed in claim 1 . The modified Kumar fails to teach characterized in 
that wherein identification information received from said communication destination device is a 
device address defined in communication standards. 

However, Karaoguz discloses characterized in that wherein identification information 
received from said communication destination device is a device address defined in 
communication standards (Karaoguz paragraph 0043, lines 5-8). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that an IP address is a device address from a media peripheral (communication 
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destination device) that is defined in a communication standard i.e. Internet Protocol address 
(Karaoguz paragraph 0043, lines 5-8). 

As to claim 6, (Currently Amended) the modified Kumar discloses the communication 
processing apparatus as claimed in claim 1 . The modified Kumar fails to teach characterized that 
wherein said communication processing apparatus is configured to receive, as identification 
information received from said communication destination device, a device address as a source 
address of a packet transmitted from said communication destination device, and a device 
address stored in a packet by data processing at an application [[level]] layer or data based on the 
device address at the application [[level]] layer , and [[match]] compare a plurality of these 
device addresses. 

However, Friedman discloses characterized that wherein said communication processing 
apparatus is configured to receive, as identification information received from said 
communication destination device, a device address as a source address of a packet transmitted 
from said communication destination device, and a device address stored in a packet by data 
processing at an application [[level]] layer or data based on the device address at the application 
[[level]] layer , and [[match]] compare a plurality of these device addresses (Friedman column 1, 
lines 51-62, column 2, lines 4-8 and 31-35). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that packets could contain source addresses and that checksums can match the device 
addresses (Friedman column 1, lines 51-62, column 2, lines 4-8 and 31-35). 

As to claim 7, (Currently Amended) Kumar discloses a communication controlling 
method for executing a communication process via a network (Kumar page 110, column 2, lines 
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14-22). Kumar fails to teach said method characterized by comprising: an identification 
information acquiring step of acquiring unique identification information of a communication 
destination device in a communication process by data processing at a network layer or lower of 
an OSI reference model, and acquiring unique identification information of an authentication 
partner device in an authentication sequence of a predetermined authentication method as data 
processing at an application layer of the OSI reference model. 

However, Karaoguz discloses said method characterized by comprising: an identification 
information acquiring step of acquiring unique identification information of a communication 
destination device in a communication process by data processing at a network layer or lower of 
an OSI reference model, and acquiring unique identification information of an authentication 
partner device in an authentication sequence of a predetermined authentication method as data 
processing at an application layer of the OSI reference model (Karaoguz paragraph 0039, lines 5- 
8). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that both the authentication partner device and the communication destination device 
could be either a MAC address or an IP address (Karaoguz paragraph 0039, lines 5-8). 

The modified Kumar discloses a matching processing step of p erforming a matching of 
said acquired unique identification information of said communication destination device with 
said acquired unique identification information of said authentication partner device; and a 

successful match resulting from the compared data identifying , whether said authentication 
partner device is a device connected to a same local network as a local network to which a local 



Application/Control Number: 1 0/527,98 1 Page 9 

Art Unit: 2136 

device being a communication source device is connected (Kumar page 111, column 2, lines 11- 
26). 

As to claim 8, (Currently Amended) the modified Kumar discloses the communication 
controlling method as claimed in claim 7, characterized in that wherein in said identification 
information acquiring step^ at least one of said unique identification information received from 
said authentication partner device is received as processed data generated by an encryption 
process or a hash value generation process based on secret information shared with said 
communication source device (Kumar page 110, column 2, lines 35-38 and page 111, column 1, 
lines 1-5). 

As to claim 9, (Currently Amended) the modified Kumar discloses the communication 
controlling method as claimed in claim 7. The modified Kumar fails to teach characterized in 
that wherein identification information received from said communication destination device is a 
node unique ID defined in IEEE 1394 standards. 

However, Karaoguz discloses characterized in that wherein identification information 
received from said communication destination device is a node unique ID defined in IEEE 1394 
standards (Karaoguz paragraph 0039, lines 12-15). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that the MP interface is a destination device with a Firewire ID (Karaoguz paragraph 
0039, lines 12-15). 

As to claim 10, (Currently Amended) the modified Kumar discloses the communication 
controlling method as claimed in claim 7. The modified Kumar fails to teach characterized in 
that wherein in said identification information acquiring step is a step of receiving receives , as 
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identification information received from said communication destination device, identification 
information acquired from a PHY communication unit of said communication destination device 
and identification information acquired by a network communication unit of said communication 
destination device, and said matching comparing processing [[step]] matches a plurality of these 
identification information. 

However, Karaoguz discloses characterized in that wherein in said identification 
information acquiring step is a step of receiving receives , as identification information received 
from said communication destination device, identification information acquired from a PHY 
communication unit of said communication destination device and identification information 
acquired by a network communication unit of said communication destination device, and said 
matching comparing processing [[step]] matches a plurality of these identification information 
(Karaoguz paragraph 0043, lines 5-8). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that the electronic serial number is acquired from a media peripheral and is unique 
identification information from the physical layer (Karaoguz paragraph 0043, lines 5-8). 

As to claim 11, (Currently Amended) the modified Kumar discloses the communication 
controlling method as claimed in claim 7. The modified Kumar fails to teach characterized in 
that wherein identification information received from said communication destination device is a 
device address defined in communication standards. 

However, Karaoguz discloses characterized in that wherein identification information 
received from said communication destination device is a device address defined in 
communication standards (Karaoguz paragraph 0043, lines 5-8). 
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It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that an IP address is a device address from a media peripheral (communication 
destination device) that is defined in a communication standard i.e. Internet Protocol address 
(Karaoguz paragraph 0043, lines 5-8). 

As to claim 12, (Currently Amended) the modified Kumar discloses the communication 
controlling method as claimed in claim 7. The modified Kumar fails to teach characterized in 
that wherein said identification information acquiring [[step]] receives, as identification 
information received from said communication destination device, a device address as a source 
address of a packet transmitted from the communication destination device, and a device address 
stored in a packet by data processing at the application [[level]] layer or data based on the device 
address at the application [[level]] layer , and said matching processing stop matches a plurality 
of these device addresses. 

However, Friedman discloses characterized in that: wherein said identification 
information acquiring [[step]] receives, as identification information received from said 
communication destination device, a device address as a source address of a packet transmitted 
from the communication destination device, and a device address stored in a packet by data 
processing at the application [[level]] layer or data based on the device address at the application 
[[level]] layer , and said matching processing step matches a plurality of these device addresses 
(Friedman column 1, lines 51-62, column 2, lines 4-8 and 31-35). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that packets could contain source addresses and that checksums can match the device 
addresses (Friedman column 1, lines 51-62, column 2, lines 4-8 and 31-35). 
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As to claim 13, (Currently Amended) Kumar discloses a computer program for executing 
a readable storage medium encoded with computer program instructions which, when executed, 
cause a processor to execute a method of communication process via a network, said program 
characterized by method comprising (Kumar page 110, column 2, lines 14-22). Kumar fails to 
teach an identification information acquiring step of acquiring unique identification information 
of a communication destination device in a communication process by data processing at a 
network layer or lower of an OSI reference model, and acquiring unique identification 
information of an authentication partner device in an authentication sequence of a predetermined 
authentication method as data processing at an application layer of the OSI reference model. 

However, Karaoguz discloses an identification information acquiring stop of acquiring 
unique identification information of a communication destination device in a communication 
process by data processing at a network layer or lower of an OSI reference model, and acquiring 
unique identification information of an authentication partner device in an authentication 
sequence of a predetermined authentication method as data processing at an application layer of 
the OSI reference model (Karaoguz paragraph 0039, lines 5-8). 

It would be obvious to one of ordinary skill in the art at the time of the applicant's 
invention that both the authentication partner device and the communication destination device 
could be either a MAC address or an IP address (Karaoguz paragraph 0039, lines 5-8). 

The modified Kumar discloses a matching processing step of performing a matching of 
said acquired unique identification information identification information of said communication 
destination device with said acquired unique identification information of said authentication 
partner device; and a judging step of judging based upon a successful match resulting from the 
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compared data identifying , in accordance with a passed or failed state of the matching, whether 
said authentication partner device is a device connected to a same local network as a local 
network to which a local device being a communication source device is connected (Kumar page 
111, column 2, lines 1 1-26). 

Remarks 

8. Applicant has presented amendments for the 35 U.S.C.101 rejection and has made some 
amendments for clarification. Applicant has made arguments for the rest of the response, see 
below. 

The Applicant Argues: 

Karagouz describes a media exchange network (100) which includes a plurality of 
devices which communicate in accordance with a secure media peripheral association and 
authentication procedure. As outlined at paragraph [0043] of Karagouz devices may be identified 
by an IP address, a capital MAC address, or the like. While the Official Action states that 
paragraph [0039], lines 5-8 of Karagouz describes application layer processing, there is no 
application layer processing described. Moreover, Applicants note that the claims require that 
unique identification information is acquired in an authentication sequence as data processed at 
an application layer. Neither Kumar nor Karagouz describes this more detailed aspect of the 
Applicants' claimed advancements. 3 Accordingly, Applicants respectfully request that the 
rejection of Claims 1-13 under 35 U.S.C. § 103 be withdrawn. 
In response, the examiner respectfully submits: 



Application/Control Number: 10/527,981 Page 14 

Art Unit: 2136 

That Karaoguz does describe application layer processing and the requirement that 
unique identification information is acquired in an authentication sequence as data processed at 
an application layer (Karaoguz page 2, paragraphs 0019-0021 and page 3, paragraph 0043). 
Furthermore, physical layer and above identifiers are subsets of the application layer identifiers 
and in fact an IP address can be used as an application layer identifier for example 
http://10.10. 10.1 . 

Based on the examiner's arguments claims 1-13 are rejected under 35 U.S.C. 103(a). 
Conclusion 

9. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Rebecca L. Pachura whose telephone number is (571) 270-3402. 
The examiner can normally be reached on Monday-Thursday 10:00 am-8:00 pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571) 272-4195. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Rebecca L Pachura/ 
Examiner, Art Unit 2136 



/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2136 



